HOBHIM W 4% 515 B2 AR Vol.9 No.3
2023 46 H Chinese Journal of Network and Information Security June 2023

A7
N

EFREHAMLEF C-MD a5 54008 % R 3

s kFMRL, £F APl B!
(1. ZREFREMG AN 2420, 17 Mal 210096; 2. MGBES L4 R ek, 175 mat 211111

. IOk, B TIZAEAI MDS. SHA-1 A A AE AR 12 e, BB SHA-2 5
PIERL S SHA-1 BEMEE, (R FHAAER SO T REtE. 1 SHA-3 BT HAMEWE S, LIS RE
B IRl 1 TR AN 45 F1 C-MD (chaotic neural network-Merkle-Damgard ) 454 (177 %5 £H WA A
A ARt Vit T Merkle-Damgard 4544, JF4RH C-MD 45#), HKZ 4508 T8 A B 05T AT A
TP A S . 2R S DR KAR BRI Rl R A R R R, DA
FIM A R R, SRR B PURERE M, SORERECR 2R B — AN SOTAL B R, (ARG
BT 7 A 5 W SO AR DG IR T e S B SCHEAT IR 7R, SSRGS A R BOIR I K Y R B R T . 1 5K
6ok L], RS BRBUE RN T SHA-2. SHA-3 Z5 [ FIZRADR S 75 B, RERs SR 28 — RAR I
tr ZHHEBEEMZE S BEEE LM BT, RN B B G R iaE e g s S vk test, SRR
MR LA R S B O, BRI S R E B e 4 BATAEAG EET A A IE BAAEND . e
PEBANL HRT AR 75 5

KA MR REG RIEANEMLS; C-MD 45K); fhA g T

PESES: TP31I

MRS A

DOI: 10.11959/j.1ssn.2096—109x.2023033

New hash function based on C-MD structure and
chaotic neural network

CHEN Liquanl’z, ZHU Yuhangl, WANG Yu', QIN Zhongyuanl, MA Yangl
1. School of Cyber Science and Engineering, Southeast University, Nanjing 210096, China

2. Purple Mountain Laboratories for Network and Communication Security, Nanjing 211111, China

Abstract: In recent years, widely used hash algorithms such as MD5 and SHA-1 have been found to have varying
degrees of security risks. The iterative structure of the SHA-2 algorithm is similar to that of SHA-1, making it
vulnerable to attacks as well. Meanwhile, SHA-3 has a complex internal structure and low implementation efficiency.

To address these issues, a keyed hash function was designed and implemented based on chaotic neural network and
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C-MD structure. The approach involved improving the Merkle-Damgard structure by proposing the chaotic neural
network Merkle-Damgard (C-MD) structure. This structure can be used to design a hash function that can withstand
attacks such as the middle attack, multiple collision attack, and second pre-image attack for long information.
Besides, the chaotic neural network was used as the compression function to increase the complexity of the hash
function and improve its collision resistance, while also enabling it to output multiple lengths. Moreover, a plaintext
preprocessor was designed, which used the coupled image lattice to generate chaos sequence related to the length of
the plaintext to fill the plaintext, thus enhancing the ability of the hash function to resist length expansion attacks.
Simulation results demonstrate that the proposed hash function performs faster than SHA-2, SHA-3 and the same
type of chaotic hash function proposed by Teh et al. It can resist second pre-image attack, multi-collision attack and
differential attack, while also exhibiting better collision resistance and mapping uniformity. In addition, the proposed
Hash function can output Hash values of different lengths, making it suitable for use in digital signature, key

generation, Hash-based message authentication code, deterministic random bit generator, and other application
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fields.
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University and so on. In May 1988, the school was
renamed Southeast University. In April 2000, the
former Southeast University, Nanjing Railway
Medical College and Nanjing Communications
College were merged, and Nanjing Geological
School was merged to form the new Southeast Uni-
versity. In almost 120 years of history, always with
the world of southeast university, the heart is the
motherland, for the advancement of science, nation-
al rejuvenation and unyielding, the pursuit of excel-
lence, gradually formed a "rigorous, pragmatic, uni-
ty, forge ahead" good school spirit and "the scientif-
of the

school-running idea, made the school motto of

ic name, country," with the talent

"goodness" spirit.

FH2 R iR — A RIS
— AR s BN t.

3 KA —HET goodness FE N
good.

FH4 BEANASEONET,

&5 {E4HK SanJiang HIARIT— AN

e MHICHXM 1 MHE, HHPEH
&N userKey= “ THIS 1S ANOTHER  US-
ERS K3Y”.
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Table 1 Hexadecimal Hash values under six conditions
% HEME

6BC35778C2CB3219D4DDE819655B04A521AATA
FE792638D0CB4E23240017DEOF

1

8148C288C3C6CFSBOAYETFF0579F6A276237F313
C3393B210706B6641279B983

CFESEB351410CA6C8CBA42037B950340BD9117D
4EAD2751613A2D1DC628CESSF

A0A84576903A0FB0B7945C7CFED47A6FF25A427
DD12CC343B72D5SD2CCE78A238

7406B5B68EDDA9D39467E939E7B430DB4D497C9
1F1E0BO3F509509DE5507AE96

F3D04C5A3C931EBFOAA8C83E9957425459BD7DF
FF7AA4982425B8371A5653128

1 A%, BSOS UM e S
BT B A P2 AR BRI 8 A T T AT 4L
B ERgeit o, P BRI THE A R
T RE .
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BBIAE 1R 53 A A2 15 35 5 72 1 2 0 Ay iR 3L
PERE I — T EE AR b o BUYIE 20 A7 38 S BH{E B
P B K, X R A Bk TR NGt oy A R R
HURR AN BAS I, o BRAR R 08 A R 50 S8 <7 7 4%
JRE], BOER A B Sch (bR 2O TR
—Ar, BOAME H B8 — A A AR 2
50(%[28,29]O

TE SIS MR, AR SCE SR = — 2 3 M,
FERBENLMCAS B SO 1 bit /5 8, EHHHE I
B Kbt A EE N IR (N=256, 512, 1024,
2048, 100000, THHLLT 6 Mauitiets, DA
WS A5 BB LS B 20

(1) P74 e RE 3L

(2) PR

P:E-IOO%
u

(3) BERFAR i LR Hbm v 22

AB = Jﬁi(]; ~BY

(4) A rtE 2
LB ) oo
M—\/HZ[7 P] 100%

(5) H/NEL LR
B .. =min(B,)
(6) B N LR
B .. =max(B,)
AR SSRGS ME K S =256 bit, £
2 YT N=256.512.1024.2 048 A1 10 000
VI 6 T BEFE T

Fz2 MG
Table 2 Statistical performance

REN B P AB AP B, B,
256 127.50  49.81 7.9048 3.09 108 149
512 127.83 49.94 7.9852 3.12 106 150

1024 128.02 50.01 8.2398 3.22 106 153

2048 128.02 50.01 7.9457 3.10 104 153

10 000 127.99  50.00 8.0752 3.15 99 157

X TR SEIET S, T2 5 B 1 #E
RN w2, ARSI rhFARME A 128, [AIA LLA
AL P IAEE A 50%. NEFTTLLE 1 B
AP A B BARE . Rl ASCMA R AR
UF (R 350 50 1 o

B AT H ) C-MDhash 5 [ 2R R 75 bR
Bk TR b, X Hhsns WAk 3.

M 3 PIXFEE AT LR, BOEMEKE
u=128 bit I}, C-MDhash % /MEhr 5 H S A 7%
o BUHME K E u=256 bit IFf, C-MDhash )%
AL LS B M 127.99, LLRFERIB LIS Py
50.00%, FEITFEME 128 1 50%. AB 5 AP I1H
31N 8.0752 F1 315, #AEF /N, RIFIZEE
RELAY B IRAR S, BRSPS B A 4y
Wi, C-MDhash 7E Fik 6 MBI EIFRIL T
MD5. SHA-2. SHA-3 %6535, UiBAASCG A bR
BEA BRI MPGE o EE .
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C-MDhash H {5 Fil B SN2 5 43 4 250405 =5
BRARBEC 22 4 IX NI AR 22 4
o LS A 1 7 2B (AR 41 ) BE AL R
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Table 3 Comparative experimental (N=10 000)

=43 B P AB AP B, B

MD5 64.03 50.02 56600 4.42 40 82

SCHR[23] 63.88 4991 57500 450 @ — —

SCHR[30] 63.99 4999 5.6600 4.40 40 85

SCHR[31] 63.92 4394 74305 580 — @ —
CHR[32] 6402 5001 56400 440 — @ —
SCHR[33] 64.00 50.00 54400 425 @ — —
SCHR[34] 63.91 4994 56172 439 — @ —
SCHR35] 63.15  50.11 57700 451 —  —

SCHR[36] 6388 4991 56600 441 42 84

C-MDhash

(128 bit) 64.04 50.03

55701 435 43 85

SCHR[37] 127.98  50.04 8.1060 3.12 99 156

SCHR[38] 12770 49.88 82200 3.21 99 156

SHA-2
(256 bit) 128.81 50.03 8.1093 3.56 100 155
SHA-3
(256 bit) 128.43 50.10 8.1093 3.76 100 155
C-MDhash
(256 bit) 127.99 50.00 8.0752 3.15 99 157
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Figure 10  Logistic mapping bifurcation diagram
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Figure 11  Space amplification of CML system
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NIST b A2 16 Rt ik, T8k
) A ) 2 51 2 A AE AR A EBE AL W] RE
o XS FAEREKER i3t 75, & NIST ik
FR) 85 THURG I 5 SR P-value K -THrvEE(E 0.01, 1B iE
HHZIE, A AeiE i NIST (19 16 TR, WHE
BT BB A R B BEALE .

@ i E CML 2% 1=3.999 997, &
URBENLTE O U 18 IV PA K CML RS R &
BE, KRR 2.56x10° [ ik IE A, it
HAEEE 1000 K, XA R 751347 NIST B
MU . 25 TS5 R AR 4 For.

S 36 25 A0, 1000 AN 5256 4 A 4% 150 4k
f) P-value fH#EAT 0.01, EidFE A 100%, it
BH YR I P 41 L [ Brbs AE NIST Bt AL, 1%
FFAl A BAE RIFMBENME, ik CML 1E
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B HIRIUF A o AT T s AR BE R N
RS o B AT CML &40
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F4 SREFTINIST MR
Table 4 Chaotic sequence NIST test results

Ei=pan P-value @i % a5k
Frequency 100% Random
Frequency within a Block 100% Random
Run 100% Random
Longest Run of Ones in a Block 100% Random
Binary Matrix Rank 100% Random
Discrete Fourier Transform 100% Random
Non-Overlapping Template Matching 100% Random
Overlapping Template Matching 100% Random
Maurer's Universal Statistical 100% Random
Linear Complexity 100% Random
Serial 100% Random
Approximate Entropy 100% Random
Cummulative Sums (Forward) 100% Random
Cummulative Sums (Reverse) 100% Random
Random Excursions 100% Random
Random Excursions Variant 100% Random

342 WKEY EHE

BT MD iERZEH, EAFIE S M, (115
MR, & O HM,)=h, N HM,|| My)=Ah,
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BrS. Rk, SHMERRRN M, #HRTELGA
{8 HMOALAKFE 1, WA LATHE HM||<I>|]y), »
NAERE G4

T A ST Hi ) C-MDhash 7E#EPTK
FEY R Wi %2 42559 . C-MDhash 7 Tl 4b £
B B fs -5 0 SCORIFH P 25 B0 A SR TR D BE ML 2106
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T BIEREALYE, fEREHARMENELT, X

ok Oyt AR A BIR T 51 P, AT oy A
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It C-MDhash "] PLRHTK Y e ik o
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3.44 L3 EIEHE
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KAMEFEIR T 2", B4R B —A> 2 Rl Fr v FEp AR
P Ee 3 1 A H Bk BB sR 1 272 R 4% . 2004 4,
JouxHIE B X T4 K S n 1) Hash 8%k, 7T LA
2o 0k (Ibr)2" YA R B ) 0] 3R AT - 2 filf e
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@ & Hash B# H BIHGRTE IV O ho,
BRECA f-
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FE e, He b 2B B HI—

KR, BEARE 2" AR R 2" IRAE .

ASCHTHEH I C-MD IER S RITE MD &4,
f EXGIN TR, RIRPLZ AL G, R
RIS I 2 A 1k

iR B AE I — FhaE R R LSV C R E
BB, LA £ B) = f(h . B)=h (=1, ).
WG FLAROH 8 2 Al A Moy, A R AR DL T
KFRo

@O encryption(B,") = C/',encryption(B,) =C, -

@ S,(Cq.,,S,(Num, A/, ))®h'=5,(Cq, ,,
S, (Num, ,,h_))@h,

® 8,(Cq.,S,(Num,, /) = S,(Cq,,S,(Num,, ) o
Hr, encryption A C-MD W EN%id#2, B
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PIAN 25 B A Numy,—y BB SO LA o ) 4 2
BE b, RE . EEPAAPMERATIR T, L
IR 3 S LA A2 o A Bl T LR B
28 oK VB S BRI, TG R I R A A 2 R kA
3, VA SEIL 2 Al By, PR A SO P ik
71 ¥ C-MDhash £ A~ it £ % £H 1) 5 £2 N Bt 2 il
k.
345 wELSHE

F2 3 Bt B E T BN 22 a4 SR
W) . — ORI B R &
(NPCR, number of pixels change rate) F145—
¥4 58 B (UACI, unified average changing
intensity ) SR VPAL FEXS 2 7 Bl r kL Re
NPCR 5 UACI 15 X WA (18). X (19).

2.DG. )
NPCR =——-100% (16)
u
hG ) —h G
UACI:l ZM 100% (17)
u| s 255

Hodr, g A by RN FEGME, u RREL
FIE MK E . W G )=hG ) » B4
D@, j)=1, BN DG j)=0. £5SMEHET
C-MDhash 5 SHA-2. SHA-3 L)z HoAt [F2 AL (1)
75 BB NPCR Al UACT fH .

it I, NPCR B AEE A 99.6093%, UACI
(I FE(E N 33.4635%. MR 4 1R 5 W LR H,
C-MDhash {145 i TR . Kk, AR
P I SR AT U i 22 o it

=5 MAHERHNPCR
Table 5 The Hash function NPCR

MK
I 75 BRI L
u=128 u=256 u=>512
SHA-2 — 99.609 5% 99.609 4%
SHA-3 — 99.609 4% 99.609 4%
SCHR[30] 89.093 2% 89.093 2% —
ICHR[31] 97.832 9% — —
SCHR[32] 96.012 2% — —
C-MDhash 99.612 6% 99.600 3% 99.600 6%

R
=6 MABEE UACI
Table 6 The Hash function UACI
BME K
HE A PR
u=128 u=256 u=>512

SHA-2 — 28.305 7% 30.019 9%

SHA-3 — 30.085 7% 28.514 1%
SCHR[30] 31.542 3% 30.194 2% —
CHR[31] 32.802 0% — —
HR[32] 31.9822% — —
C-MDhash 31.879 4% 34.218 2% 33.129 8%
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PIFEOL T, d BIsKAE S/AMALLPIIE,
I HEA T HAh RGBS R SR
SRV LEH, MEGIHKE u=256 bit i, d KT
BIE N 2 840.07, FKMHN 4125, #IKT SHA-2
1 SHA-3 ffi. 24 u=128 bit I, d KIFMEN
1380, R AMEH N 2168, ft+ MDS 1, H5H
fiby [F) R 2 RE A5 R B (E AR AL, i8] C-MDhash &
A R U BIURE .

8 THL b o 143 A 1 B0 LA B S50
3 0 WA IE L. MR 8 Hn] LLE HSLih s |
e At LR W&, IX [FIFE UL C-MDhash
BA R rpiabE:.

=7 HIVEEEITEE (N=10 000)
Table 7 The absolute difference between Hash
values (N=10 000)

Bk Max Min Mean
MDS5 (128 bit) 2074 590 1304
SHA-2 (256 bit) 3819 1789 2707.10
SHA-3 (256 bit) 3895 1686 2776.16
SCHR[13] 2312 683 1504
SCHR[30] 2397 403 1364
SCHR[31] 2221 696 1506
SCHR[32] 2321 584 1366
SCHR[33] 2379 630 1360.9
SCHR[34] 2156 658 14313
SCHR[36] 2213 730 142623
CHR[37] — — 2715
SCHR[38] 3831 1695 2715.39
SCHR[40] 2418 796 1598.6
C-MDhash (128 bit) 2168 517 1380
C-MDhash (256 bit) 4125 1553 2 840.07

#= 8 HWIMEEMHEREEEBHERE ASCH BHEHN S
Table 8 Distribution of the number of ASCII characters
with the same value at the same location in
the hash value

#H IR ASCII i MR REEIBE  EERECRE
0 88222 8 851
1 1107.8 1027
2 67.3 114
3 2.6 8
4 0.1 0

3.4.7 vhA B I E T

C-MDHash 7£ B SCEAT Pl Ak BE Fr B 43 2H =
IR B, W TRKEN LS, RN R
ML FERBEFRLIRAE, XA ERAE BN R 2 28 2
N O(L). TRACEEFN S HE =B B CML AR AE
RN L IRFEF S, e T K/ E R 32
PIIEGL T, CML AR BRI B SCEEK TR 51, B
(S FER O(L) . HTIAL RN 4340 B fin 2 B B 5
I TSR EE RN O(L). WMEA R B, &1~
HIR/INA 512 bit, AR R BCRTR AR R 25,
GBI 3 EIRTEME ML, FINEHAT 8 Ik
FLIEH, B2 AT 8x4 IRIEIEE, Wil E
PAT dx4 IRFEIBH, BOFT n A0 EERE I
HHE A 56n, Bl O(n). CML X n N34 5 714
B BEN 48 BTR T FIAE N ph 22 I 28 B, Rk
THRPEHN O(n)o ZHIERT B 5 34 LR PER,
MR FIE B 7RI E AR, T N SR
C-MDHash R0, FF5 HARIS Ay 5 HOEAT X LE o

S8 {# ] Matlab 2020b 7E Intel Core
i7-10700@2.90 GHz #-# 2%, 8 GB RAM,
Windows10 #fE R4t b SZHL T B4 H G A bR
. £ 94 H T C-MDhash (256 bit) LA K HiAth 5]
I E A bR BUH ZE LU

R9 MAERBIEELR
Table 9 Hashing speed comparison

CAFS A /(Gbits ) &

MD5 4758 Intel Core i7, 32 GB RAM
SHA-2 (256 bit) 2.120 Intel Core i7, 32 GB RAM
SHA-3(256 bit) 2.622 Intel Core i7, 32 GB RAM

SCHR[18] 0.666 Intel Core i7, 16 GB RAM
SCHR[32] 2.550 Intel Core i7, 16 GB RAM
HR[37] 1.234 Intel Core i5, 8 GB RAM
SCik[41] 0.697 Intel Core i7, 16 GB RAM
SCiik[42] 0.933 Intel Core i5, 16 GB RAM
C-MDhash (256 bit) 3.060 Intel Core i7, 8 GB RAM
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